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Abstract

This document specifies a new device, called an Access Controller, which performs several DCI
functions. This document also specifies several initial configuration requirements that an RFID Reader
or Client must satisfy, in order for DCI operations to be successful. The purpose of the protocol
specified here is to identify how the Reader is able to discover one or more Clients, the Client to
discover one or more Readers, and for the Reader to obtain configuration information, download
firmware, and initialize operations to allow other Reader Operation protocols to operate.

Audience for this document

The target audience for this specification includes:
RFID Network Infrastructure vendors

Reader vendors

EPC Middleware vendors

System integrators

Status of this document

This section describes the status of this document at the time of its publication within the Working
Group, Technical and Business Steering Committees and the EPCglobal Board. This document has
completed all the required EPCglobal Standards Development Process steps and it_has been fully ratified
by the EPCglobal Board on June 10", 2009.

Comments on this document should be sent to the attention of EPCglobal Software Action Group
Reader Operations Working Group using the following email address: epcinchelp@epcglobalinc.org.
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1 Introduction

This document specifies an interface between RFID Readers and Access Controllers and the network on
which they operate. The purpose of this document is to specify the necessary and optional operations of
a Reader and Client that allow them to utilize the network to which they are connected to communicate
with other devices, exchange configuration information, and initialize the operation of each Reader, so
that the Reader Operations Protocols can be used to control the operation of the Readers to provide tag
and other information to the Client. To facilitate these operations by the Reader, an Access Controller
provides several functions, described below.

Following are the responsibilities of this interface:
e Provide a means for the Reader to discover one or more Access Controllers.
e Provide a means for the Access Controller to discover one or more Readers.
e Provide a means for the Reader to discover one or more Clients.

e Provide a means for the Reader and Access Controller to exchange identity information and
authenticate that identity information.

e Provide a means for the Client and Access Controller to authenticate their communications and
operations.

e Provide a means for the Access Controller to configure the Reader, including a means to update
the software and/or firmware on the Reader.

e Provide a means for the Access Controller to initialize the Reader, providing parameters
necessary for the Reader to begin operation.

e Provide a means for the Reader and Access Controller to exchange vendor-specific information.

The Access Controller is a function that is described in this specification to separate these functions
from those of a Reader or Client. An Access Controller can be coincident with a host running other
Reader Operations protocols or it can be in a separate host. The following figure shows the relationships
between the Reader, Client, other network services, and Access Controller.

Copyright © 2006-2009 EPCglobal®, All Rights Reserved.  Page 5 of 26



130
131

132

133
134
135
136
137
138
139
140
141

142

143
144
145
146
147
148
149

150
151

ACCESS oo * RO Client
Controller

Other
Network
Services
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Reader implemented in a single IP addressable
host or the individual functions can

be implemented in different hosts.

Figure 1-1, DCI network architecture

2 Role within the EPCglobal Network Architecture

Within the EPCglobal architecture, DCI performs a Reader Management (RM) role, but addresses
different requirements than the existing Reader Management specification [RM]. DCI and RM do not
depend on each other, so products can choose to implement either, neither, or both of RM and DCI.
Specifically, the EPCglobal RM specification defines methods for monitoring the health of Readers and
allowing readers to notify management systems of potential issues. The DCI specification provides
requirements and protocols that are implemented in both the Reader and an Access Controller device,
allowing each to discover the other on the network, allowing the Access Controller to configure the
Reader, to download firmware to the Reader, and to initialize the operation of the Reader. The access
control function is not described in the current EPCglobal architecture.

3 Terminology and Typographical Conventions

Within this specification, the terms SHALL, SHALL NOT, SHOULD, SHOULD NOT, MAY, NEED
NOT, CAN, and CANNOT are to be interpreted as specified in Annex G of the ISO/IEC Directives, Part
2, 2001, 4th edition [ISODir2]. When used in this way, these terms will always be shown in ALL
CAPS; when these words appear in ordinary typeface they are intended to have their ordinary English
meaning. However in this document only a subset of the terms listed above SHALL be used. The subset
of acceptable terms includes the following: SHALL and MAY. The terms, SHOULD, SHOULD NOT,
NEED NOT, CAN, and CANNOT, SHALL NOT be used.

All sections of this document, with the exception of Section 1 and Section 2, are normative, except
where explicitly noted as non-normative.
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The following typographical conventions are used throughout the document:
ALL CAPS type is used for the special terms from [ISODir2] enumerated above.

Monospace type is used to denote programming language, UML, and XML identifiers, as well as for
the text of XML documents.

4 Overview of DCI

DCI provides a Reader with the information necessary to establish or accept a connection with a Client
across a network. DCI provides initial device configuration to a Reader, sufficient to begin network
communication. DCI also provides firmware image management for a Reader.

DCI utilizes the Control and Provisioning of Wireless Access Points (CAPWAP) protocol [CAPWAP].
CAPWAP must be implemented by both the Reader and the Access Controller. DCI operation
comprises the following phases:

e Device discovery

e Device authentication and identity exchange
e Firmware download, if necessary

e Device configuration

e Device initialization

AcCCeSS  le----moooo-- Step.3....-- » RO Client
Controller

Step 2
Step 4

Other
Network

. Step 1: Address assignment and determination
Services

of Access Controller address(es)

Step 2: Discovery of RO Clients and Reader
initialization using CAPWAP by the Access
Controller.

Reader Step 3: Indication from Access Controller to
RO Client

Step 1

Step 4: The RO channel communication
starts.

Communication between RO Client and
Access Controller is out of scope of RO.
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Figure 4-1, DCI Overview

5 Initial Conditions for Reader and Access Controller

In order for a Reader and Access Controller to communicate on a network, a proper IP address must be
used by each device. It is the responsibility of the manufacturer to provide a means for the Reader or
Access Controller device to obtain an IP address and other such IP configuration information necessary
to operate on the network to which the device is attached. It is beyond the scope of this document to
specify how this information is obtained. It is also the responsibility of the Reader manufacturer to
provide a means for the Reader to obtain the IP address of at least one Access Controller and for the
Access Controller manufacturer to provide a means for the Access Controller to obtain the IP address of
at least one Reader. There are several methods that might be used to obtain the IP addresses of a Reader
or Access Controller. Specification of these methods is beyond the scope of this document.

6 Discovery protocol

Using an IP address of an Access Controller device, the Reader exchanges messages with the Access
Controller, identifying and authenticating itself to the Access Controller device.

6.1 Discovery protocol operation

The Reader and Access Controller device SHALL implement the discovery protocol as described in the
CAPWAP protocol [CAPWAP]. The Reader device SHALL perform as a wireless termination point
(WTP), as described in [CAPWAP]. The Access Controller device SHALL perform as an access
controller (AC) as described in [CAPWAP]. Both the WTP and AC SHALL implement the complete
CAPWAP protocol, to the extent that any legal CAPWAP frame received is processed as required in
[CAPWAP] and a valid response is transmitted when required by the protocol. Should the WTP or AC
receive a CAPWAP packet or a message element in a CAPWAP packet that is optional or that is not
understood by the implementation, the minimum behavior required of the implementation is that the
unknown material is gracefully ignored and any required CAPWAP response is properly transmitted.

6.2 Reader operation during discovery

The Reader shall begin the discovery process by sending a CAPWAP Discovery Request message to
one or more Access Controller addresses determined by manual, DNS, DHCP configuration, or
broadcast. If the Reader is configured with a Primary Access Controller, analogous to the Primary AC
in [CAPWAP], the Reader shall send the CAPWAP Discovery Request message. The format of the
Discovery Request or Primary Discovery Request message shall be as defined in section 5.1 or 5.3 of
[CAPWAP], respectively. The content of the individual message elements contained in the Discovery
Request shall be as defined below.

6.2.1 Discovery Type

The value of the Discovery Type field shall indicate the method used to obtain the address of the Access
Controller that is addressed by the Discovery Request message.

6.2.2 WTP Descriptor

The fields of the WTP Descriptor shall contain the information described in 4.6.41 of [CAPWAP]. The
value of the Active Software Version field contained within the WTP Descriptor SHALL be encoded
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with the same format as the value encoded in the Image Identifier such that upon downloading an image
referenced by an Image Identifier and activating that image through reboot, the WTP reports as the value
in its new Active Software Version field the same image identifier value. The value of the Other
Software Version field contained within the WTP Descriptor SHALL be encoded with the same format
as the Active Software Version field.

6.2.3 WTP Frame Tunnel Mode

The value of the Tunnel Mode field of the WTP Frame Tunnel Mode message element shall be 1,
indicating local bridging. This field is required for compliance with CAPWAP. It has no significance
for DCI. The format of this field is described in 4.6.43

of [CAPWAPT].

6.2.4 WTP MAC Type

The value of the MAC Type field of the WTP MAC Type message element shall be 0, indicating Local
MAC. This field is required for compliance with CAPWAP. It has no significance for DCI. The format
of this field is described in 4.6.46 of [CAPWAP].

6.3 Access Controller operation during discovery

The Access Controller shall respond to all Discovery Request and Primary Discovery Request messages
with a Discovery Response or Primary Discovery Response message, as described in section 5.2 and 5.4
of [CAPWAP], respectively. The content of both messages is defined below.

6.3.1 AC Descriptor
The fields of the AC Descriptor message element shall be set as follows.

The Stations field shall be 0. This field is required for compliance with CAPWAP. It has no
significance for DCI.

The Limit field shall be 0. This field is required for compliance with CAPWAP. It has no significance
for DCI.

The Active WTPs field shall indicate the number of Readers currently joined to the Access Controller.

The Max WTPs field shall indicate the maximum number of Readers that the Access Controller is able
to support.

The Security field shall indicate the credential used by the AC, as defined in section 4.6.1 of
[CAPWAP].

The R-MAC and Wireless fields shall be 0. This field is required for compliance with CAPWAP. It has
no significance for DCI.

The remaining fields shall contain values as specified in section 4.6.1 of [CAPWAP].

6.3.2 AC Name

The Name field of the AC Name message element shall contain a UTF-8 string, as defined in 4.6.4 of
[CAPWAP].
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6.3.3 CAPWAP Control IPv4 Address

Both the IP Address and WTP Count fields of this message element shall be 0. This field is required for
compliance with CAPWAP. It has no significance for DCI.

6.3.4 CAPWAP Control IPV6 Address

Both the IP Address and WTP Count fields of this message element shall be 0. This field is required for
compliance with CAPWAP. It has no significance for DCI.

7 Device identification and authentication

The Reader and Access Controller devices SHALL use DTLS [DTLS] to perform the necessary
exchange of identity and authentication, as described in [CAPWAP]. Upon successful establishment of
the DTLS tunnel, the Reader and Access Controller devices SHALL perform the Join portion of the
CAPWAP protocol, as described in [CAPWAP].

8 Firmware download

Once the Reader and Access Controller devices have completed the Join portion of the CAPWAP
protocol, the Reader has provided the Access Controller with its firmware version information. The
Access Controller may implicitly trigger the start of the download by the WTP by sending an image
information different than the age currently active on the Reader. The Access Controller and Reader
SHALL support the firmware download mechanism described in section 9.1 of [CAPWAP]. It should
be noted that, while the operation is called “firmware download”, this mechanism allows the download
of arbitrary files, identified by their file desctriptor (it could be name, version number, etc) (see section
8.1.2).

When operating in the CAPWAP Run state, an AC MAY indicate any file in an Image Identifier. The
Reader SHALL commence downloading the image, when the file indicated by the Image Identifier does
not match the corresponding local file, even if the local file does not exist. If the image downloaded
corresponds to a firmware or software file, the Reader SHALL begin executing the image upon the next
hardware or software reset event. If the image downloaded does not correspond to a firmware or
software file, DCI makes no requirements on how such a file is handled.

When operating in the CAPWAP Join state, an AC SHALL indicate only a file corresponding to a
firmware or software file in the Image Identifier of the Join Response packet. If the Reader receives an
Image Identifier other than one corresponding to a firmware or software file, the Reader SHALL ignore
the Image Identifier. After successfully downloading an image in the CAPWAP Image Date state, the
Reader SHALL reset and begin executing the newly downloaded image immediately.

8.1 Access Controller operation during download

The Access Controller shall use the Image Data Request message, as described in section 9.1.1 of
[CAPWAP]. The content of the Image Data Request message shall be as described below.

8.1.1 Image Data
The content of this message element shall be as described in section 4.6.27 of [CAPWAP].
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8.1.2 Image Identifier

This message element shall be sent to the Reader by the Access Controller to begin the download
process. The content of the Value field shall be as described in 4.6.28 of [CAPWAP]. The value of the
Active Software Version field contained within the WTP Descriptor SHALL be encoded with the same
format as the value encoded in the Image Identifier, such that upon downloading an image referenced by
an Image Identifier and activating that image through reboot, the WTP reports as the value in its new
Active Software Version field the same image identifier value. Similarly, the Other Software Version
field contained within the WTP Descriptor SHALL be encoded with the same format as the Active
Software Version field.

8.2 Reader operation during download

The Reader shall respond to each Image Data Request message with an Image Data Response message,
as described in section 9.1.2 of [CAPWAP].

9 Reader Device Configuration

Using [CAPWAP] control frames, the Reader device SHALL inform the Access Controller of its
current configuration. The Access Controller device SHALL use [CAPWAP] control frames to make
any changes to the Reader device configuration, including providing the Reader with the information
necessary for it to communicate with Clients providing Reader Operations protocols.

9.1 Configuration Status message

The Reader SHALL send the Configuration Status message to the AC, as described in section 8.2 of
[CAPWAP]. The message element that has values specified in DCI is:

9.1.1 Radio Administrative State

The Radio Administrative State message element SHALL contain the Radio ID and Admin State as
defined in 4.6.31 of [CAPWAP]. The values for these fields SHALL be zero when sent by the WTP
and ignored by the AC on reception. This element SHALL NOT be used for managing the radio(s) in
the WTP. Radio management is the responsibility of the reader protocol.

9.2 Configuration Status Response message

The AC SHALL send the Configuration Status Response message to the Reader, as described in section
8.3 of [CAPWAP].

9.3 Configuration Update Request message

The AC SHALL send the Configuration Update Request message to the Reader, as described section 8.4
of [CAPWAP]. In addition to the message elements listed in [CAPWAP], the AC MAY send one or
more Client message elements (see 9.5.3) or Reader Configuration message elements (see 9.5.4). The
AC MAY send a single Reader Role message element. As described in 9.1.3, the Radio Administrative
State message element SHALL NOT be used for managing the radio(s) in the WTP. Radio management
is the responsibility of the reader protocol.
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9.4 Configuration Update Response message

In response to the receipt of a Configuration Update Request message, the Reader SHALL send a
Configuration Update Response message, as described in section 8.5 of [CAPWAP].

9.5 EPCglobal binding-specific CAPWAP message elements

This section defines the EPCglobal binding specific CAPWAP protocol message elements. As specified
in CAPWAP, each message element uses the TLV (Type, Length, Value) format. The CAPWAP
protocol has allocated type values 3072-4095 for EPGglobal message elements (Section 4.6 of
[CAPWAP]). Because that number space is intended to be used for RFID-related message element
requirements, this specification further divides the EPCglobal number space to allow other RFID
standards bodies such as ISO to extend the DCI protocol with message elements specific to their
requirements. To that effect, the EPCglobal type value space is further segmented as:

EPCglobal Message Elements 3072-3899
ISO Message Elements 3900-3994
RFU 3995-4095

9.5.1 EPCglobal Radio Information
This is a null message element. The format of the message element is shown in Figure 9-1.

0 1 2 3
01234567890123456789012345678901
Fot—t—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -t —F =t —F -t —F -t —F -+t —F -+ —F+—+—+
| Type | Length |
e s s e e e s e e st sk SRS
Figure 9-1, EPCglobal Radio Information message element
Type: The value of the Type filed SHALL be 3072 (decimal).
Length: The value of the Length field SHALL be zero.

9.5.2 EPCglobal Statistics message element

The definition of this message element is required for compliance with the CAPWAP protocol. This is a
null message element. All statistics information is carried in other EPCglobal protocols. The format of
the message element is shown in Figure 9-2.
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0 1 2 3
012345678901234567890123456789071
Fot—F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -t —F -t —F -t —F—F—F—F—F—F—F—F—+—+
| Type | Length |
t—t—F—t—F—t—F—t-F—t—Ft—F—Ft—F—t—F—Ft—F—F—F -t —F -t —F -t -ttt —F -+ —F+—+—+
Figure 9-2, EPCglobal Statistics message element
Type: The value of the Type filed SHALL be 3073 (decimal).
Length: The value of the Length field SHALL be zero.

9.5.3 Client message element

The Client message element is a binding specific message element and SHALL conform to the format
for such message elements defined in section 4.6 of [CAPWAP]. The Client message element provides
information to the Reader about a single Client device. The format of the message element is shown
Figure 9-3.

0 1 2 3
01234567890123456789012345678901
R e e e e e e e e
| Type | Length |
R e e e e e e e e
| IP Address |
e s s e e e s e sk SRS
| Port Number [TIA|T] Protocol |
Fot—t—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -ttt —F -t —F -t —F -+t —F -+ —F+—+—+
| Credentials |
Fot—t—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -ttt —F -t —F -t —F -+t —F -+ —F+—+—+
Figure 9-3, Client message element
Type: The value for the Type field shall be 3074 (decimal).
Length: The value of the Length field shall be 12 (decimal).
IP Address: The IP Address is the address of the host containing the Client.
Port Number: The Port Number is the port at which to contact the Client to open a connection.

I: The I flag indicates that the Client supports the Reader performing in the initiator role when
contacting the Client.

A: The A flag indicates that the Client supports the Reader performing in the Acceptor role.
T: The T flag indicates that the Client requires the protocol session to be protected using TLS.
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Protocol: This field identifies the reader protocol using the indicated Port Number. The field is a 13-bit
integer. The values for each supported protocol are given in Table 9-1.

Value Protocol
0 LLRP 1.x
1-8191 Reserved for future standardization

Table 9-1, Protocol Values

Credentials: The Credentials field is a bit field indicating the credential types supported by the reader
protocol Client for establishment of a TLS session. This field SHALL be transmitted as zero when the T
flag is zero. This field SHALL be ignored on receipt when the T flag is zero. The supported credentials
are shown in Table 9-2.

Bit Credential Type
0 X.509 Certificate
1-31 Reserved

Table 9-2, Credential Types

9.5.4 Reader Configuration message element

The Reader Configuration message element provides information to the Reader on the configuration it is
to adopt. The format of the message element is in Figure 9-4.

0 1 2 3
01234567890123456789012345678901
R e el e S e e e e i e R H S LA H e e o B e e e e e e e s
| Type | Length |
R e el e S e e e e i e R H S LA H e e o B e e e e e e e s
ICI Reserved |
e e e e e e s e e e e o s
Figure 9-4, Reader Configuration Message Element
Type: The value for the Type field shall be 3075 (decimal).
Length: The value of the Length field shall be 4 (decimal).

C bit: The C bit is used to indicate that the Reader is allowed to accept or establish connections using
reader protocols independent of the CAPWAP state machine, when the value of the bitis 1. When the
value of the bit is zero, the Reader is allowed to accept or establish connections using reader protocols
only when the CAPWAP state machine is in the RUN state (see section 2.3 of [CAPWAP].
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9.5.5 Reader Role message element

The Reader Role message element provides a means to initialize the value for the role of the reader. The
format of the message element is in Figure 9-5.

0 1 2 3
01234567890123456789012345678901
Fot—F—t—F—t—F—t—F—t—F—F—F—F—F—F—F—F -t —F -t —F -t —F—F—F—F—F—F—F—F—+—+
| Type | Length |
t—t—F—t—F—t—F—t-F—t—Ft—F—Ft—F—t—F—Ft—F—F—F -t —F -t —F -t -ttt —F -+ —F+—+—+
| Role |
tot—t—t—F—t—F—t—F—t—t—F—Ft—F -ttt -ttt —F -t —F -t —F -+t —F—+—F+—+—+
Figure 9-5, Reader Role Message Element
Type: The value for the Type field shall be 3076 (decimal).
Length: The value of the Length field shall be equal to the length of the Role field plus 4.
Role: The Role field is a UTF-8 string. The string is NOT zero terminated.

10 Connections

This section describes the requirements for the CAPWAP and other protocols the Reader implements
with regard to those protocol connections.

10.1CAPWAP connection

After completing CAPWAP discovery, the Reader and Access Controller SHALL maintain the
CAPWAP connection using the CAPWAP Echo and Echo Response packets, as described in section 7
of [CAPWAP]. The Reader SHALL perform in the role of the CAPWAP WTP. The Access Controller
SHALL perform in the role of the CAPWAP AC. Both Reader and Access Controller SHALL
implement the CAPWAP Timers message element defined in section 4.6.14 of [CAPWAP].

10.20ther reader protocol connections and migration scenario

It is expected that Readers will be deployed prior to the completion of the DCI protocol and the
availability of Access Controllers. This will lead eventually to deployments where there are Readers
that do not implement DCI with Readers that do implement DCI on the same network. It is desirable to
be able to deploy the Readers that do implement DCI in the same fashion as those already in the network
that do not implement DCI. This requires that the DCI-capable Reader be able to operate with DCI
disabled, as well as with DCI enabled.

In order to support network configurations where Readers have been deployed prior to the availability of
certification of the DCI protocol, a Reader SHALL have a mechanism to configure when the Reader is
allowed to establish a connection using another reader protocol, e.g., LLRP. This mechanism SHALL
provide the following configurations, at a minimum.

1. The Reader can establish or accept a connection using another reader protocol at any time.
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2. The Reader can establish or accept a connection using another reader protocol only after successful
completion of DCI, i.e., the CAPWAP protocol state machine is in the Run state (see section 2.3 of
[CAPWAPY)).

11 Reader reset operation

After the download of a new firmware image or at other times determined by the Access Controller, the
Reader will be reset. To reset the Reader, the Access Controller SHALL send a CAPWAP Reset
Request packet to the Reader. Upon receipt of the Reset Request packet, the Reader SHALL respond
with a CAPWAP Reset Response packet.

12 (Informative) Message sequence charts

This section presents several message sequence charts to help understand the protocol operation.
Once the Reader has an IP address of its own, the Reader can proceed to use the CAPWAP protocol to
discover Access Controllers and to join with one of them. After joining an Access Controller, the

Reader is provided with the information necessary to communicate with an LLRP (or other future reader
protocol) Client. This is shown in Figure 12-1.
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(unicast)
Discovery Response
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Discovery Request
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< Discovery Response
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one Access
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DTLS Setup
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Join

L

Request

Join
Response

Configuration

Status

Configuration Status
Response

Configuration Update Request
(with Client message element(s))

Configuration Update

Response

hLRP (or other future RO protocol)
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461 Figure 12-1, Unicast Discovery Operation

462  When the Reader and Access Controller are on the same IP subnet, CAPWAP provides a broadcast
463  discovery mechanism. This is shown in Figure 12-2.

464
465

Reader Access Controller Client

Discovery Request
(broadcast)

Discovery Response
(with list of other Access Controllers)

Discovery Response
(with list of other Access Controllers)

Discovery Response
(with list of other Access Controllers)

| Reader chooses
one Access
Controller to join
DTLS Setup
ﬁll further communication is encryptedT

Join
Request

-

Join
Response

Configuration
Status

Configuration Status
Response

Configuration Update Request
(with Client message element(s))

Configuration Update
Response

hLRP (or other future RO protocol)

466
467 Figure 12-2, Broadcast Discovery Operation
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468

469  Once a Reader has joined an Access Controller, the Access Controller can download firmware updates
470  to the Reader. The Access Controller can also cause the Reader to reset and begin operation using the
471  new firmware. This operation is shown in Figure 12-3.

472
Reader Access Controller
Reader has joined with
the Access Controller
< Image Data Request
Image Data Response >
< Image Data Request
Image Data Response >
‘ " Download proceeds
‘ until cpmplete
< Image Data Request
Image Data Response >
Arbitrary time passes
< Reset Request
Reset Response >
473
474 Figure 12-3, Firmware Download Operation
475
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507

13 (Informative) Glossary
This section provides a non-normative summary of terms used within this specification.

Term Meaning
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